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IHepiinyn

O evtomopdc kot M auPivvon G HEPOANYING OTO OWKOGUGTNHO TOV HECOV
KOW®VIKNG  OktOmong  €xel  olepevvnbel  mpocpoto Yoo TV emitevén
OTOTEAEGUATIKOTEPNG XPNONG TOV TAUTPOPUDV KOWVOVIKOV HECOV OO SOLPOPETIKOVGS
EVOLAPEPOLEVOVG KO Y10 OLOPOPETIKOVG OKOTOVG. Metalh Tov evilopepOUevmv
puepdv, ot Ymmpeoieg IIAnpopopidv moykoopimg, Tov cLAAOYKd ovoudloviot
Kowomrta [MTAnpogopidv (Intelligence Community-IC), teivouv va ypnoipomotodv o
HEGO KOWVMVIKNG SIKTOMONG, CUUTANPOUOATIKGE TPOG TOLG LILAPYOVTEG KAAIOLS TOVC,
YL TNV TOPAKOAOVONOY TEPLOYDY EVOLAPEPOVTOG KOL TOV EVIOTIGUO AVAOLOUEVOV
KOW®VIKO-TTOATIKGOV TAcE®V/amelhdv. Me v tdpodo tov ypévov, 1 IC avayvopioe
TNV TPOKATAANYN ©OC TO KVUPLO EUTOSI0 GTNV OVOAVGCT TANPOPOPUDY KOl GUVETMDGS
AVETTLEAY EMOTNHOVIKEG Kot EUTEIPKEG LEBOOOVG Y10 TV TEPIGTOAN TNG HEPOANYiaG,
TapOAANAa pe exelveg mov avomtuyxOnkov amd v Kowotnto g Texvoroyiog
ITinpogopidv kou Exkowvovidv (Information and Communication Technology - ICT)
kot Teyvnerc Nonpoovvng (Artificial Intelligence - Al). Onwg xabiotator povepd givor
PO TO GUUPEPOV AUPOTEP®V TOV EUTAEKOUEVOV KOWOTHTOV VO €VTOTI{ovV e
axpifeto v TpokaTAANYN Kot Woavikd vo eEaAeipovy 1 va apfAOVOLV TIG EMTTMOGELS
™¢. Me v mapodca epyacio YapACCOVIE GLGTNMKOVS TAPUAANAMGHOVS HETAED TNG
Avalvong ITinpogopiodv (Intelligence Analysis - 1A) kot tov Twitter Analytics (TA),
e€etdlovpe  ovYKPITIKA TG VEApyovoeg  UeBOOOAOYIEG  OVIIUETOMIONG  TNG
TPOKATAANYNG Yoo ToV HETOED TOVG OUOIOTHTMV/AVOUOIOTATOV KOl GTN) GULVEXELD
dtepevvovpe ™ Procdmra TG vIcBETNoNg Ko TPosapoyng LebodoAoyldv amd To
TPpOTO TEdI0 6TO deVTEPO. EmmAéov mpoteivovpe, éva vEo TAAICIO AVTILETMOTIONG TNG
pepoAnyiag vy v IC Bertictomompévo pe Al, kat tavtdypova Tpoteivovpe HeBo30vg
kot gpyodeio, MON viobetnuéva amd v ICT kowdtmra, Yo TNV ATOTEAEGUOTIKY
VTOGTNPIEN TOV TEPLOPIGLOV TNG TPOKATAANYTG o€ KABe pdon Tov TpoavapepOEvTog
mAouciov. EmmpocOeta viomolodpe 1 @AGN GLAAOYNG TOL TOL TPOTEWOUEVOL
mAaiciov og pia mepintwon ypnong, ypnoomolioviag to Telegram wg mlateoppo
oLALOYNG, e€eTdlovTag TapdAANAa Kot avTdV TOV TPOTO TV TPOCHUPLOGTIKOTNTO TOV
TAGIOV G€ TOIKIAEG TAATPOPUES KOWVOVIKNG OKTV®wonS. H mapovoco dumdmpatikn
OUVEIGQEPEL VEEG 10EEC TTOV TPOEKLYOV OO TOV TEPAUATICUO UE i TPOGEYYIoN
OLVOLOOTIKNG EMAOYNG TNYADV TPLOV TPOT®V, GTNV ONoilo €vEYOVTAl OvOpOTIVOL
TopAyoVvTEG Kot peyaro yhmoowd povtéra (Large Language Models - LLMS). H kbpua
QAo TOV TEWPAUATOV TEPIAAUPEAVEL TN GLALOYT dedopévav Le TN ¥p1oN VO amd To
avtioToro TPOoTEWVOUEVA EpYOLEia Kot T dnpovpyia evOG IGO0V AVTITPOCMOTEVTIKOV,
1GOPPOTNUEVOL  GLUVOAOL dedopévev Yoo v vmobeorn epyaciag. EmmpochHera
nepdparta tepAapfavovyv v vrootmpilopevn pe LLM eneéepyacio tov dedopévav,
TIGTOTOINGT] AELITOVPYIKOTNTOS EVOAAOKTIKOD €PYOAEIOV HECH OEIYUOTOANTTIKNG
oLALOYTG Kot vootnpopuevn pe LLM mapaperporoinon tov ev Adym epyaieiov.

AéEarc-khewda: Twitter, Telegram, analytics, bias, intelligence analysis.



Abstract

Bias identification and mitigation in the social media ecosystem has been lately
researched towards achieving a more efficient utilization of social media platforms for
different stakeholders and purposes. Among these stakeholders, intelligence services
worldwide, collectively called the Intelligence Community (IC), tend to use social
media, supplementarily to their pre-extant disciplines, for monitoring areas of interest
and identifying emerging social, political and security trends/threats. Over time, the IC
has identified bias as the major impediment in information analysis, thus it has
developed scientific and empirical methods for bias mitigation, in parallel to those
developed by the information and communication technology (ICT) and artificial
intelligence (Al) community. As it becomes apparent, it is to both communities’ interest
to accurately trace bias and ideally eradicate or moderate its effects. With the present
study we draw systemic parallels between Intelligence Analysis (IA) and Twitter
Analytics (TA), comparatively examine existing bias mitigating methodologies to
identify similarities/dissimilarities, and subsequently investigate the viability of
adopting and attuning methodologies from the first field to the latter. Furthermore, we
propose a novel framework for Al augmented bias mitigation in the IC and
simultaneously recommended methods and tools, already adapted by the ICT
community, for efficiently supporting bias mitigation in each phase of the
aforementioned framework. We implement the collection phase of the proposed
framework on a real-world use case utilizing Telegram as a collection platform,
examining in parallel the adjustability of our framework in miscellaneous social media
platforms. We contribute new insights resulting from our experimentation with a tri-
modal source selection approach in which human agents and Large Language Models
(LLMs) are involved. The core phase of the experiments was performed with data
collected using one of the correspondingly suggested tools, engineering an equally
represented, balanced dataset for the working case. Additional experiments involved
LLM-supported dataset filtering, functionality verification through sample data

collection of an alternative and LLM-supported customization of the alternative tool.

Keywords: Twitter, Telegram, analytics, bias, intelligence analysis
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1 Introduction

Since its inception, X (formerly Twitter) went through several developmental stages, to
progress to its contemporary form, as a microblogging platform used by more than 400
million users on a global scale, posting circa 60.000 tweets per day. Its speed,
accessibility to the average user and high volume of omnidirectionally streaming
information, elated it from a social media network to an immense pool of information,
to be collected, analyzed (predominantly via Al tools - scraping) and exploited for a
wide array of purposes. Aforementioned purposes, oscillate from marketing promotion
[1] electoral [2], [3], financial [4] and other events prediction [5], to monitoring conflict
zones, emerging and ongoing geopolitical tensions [6], [7] .With regards to the latter
field, the volume and the promptness of X (Twitter)-derived data, combined with the
collection and analysis capabilities that Al provides, has rendered it a highly efficient
and exponentially attractive tool for intelligence services worldwide[8].

Bias distorts the validity of the information that is circulating through X (Twitter)-and
other social media platforms, subsequently hindering their utilization from the IC, as
one of the available collection methods. Correspondingly, bias has been over the years,
one of the main challenges that IC has been facing and mitigating through established
practical methodologies, mainly deriving from the cognitive sciences, while employing
its traditional disciplines. Presently, significant academic research has been performed
towards identifying and mitigating bias in the social media ecosystem, predominantly
through the usage of Al-powered tools, thus exploiting the processing possibilities they
provide, towards examining vast datasets. These approaches address the bias issue
either directly, or indirectly. Nonetheless, from an IC perspective, the majority of the
aforementioned approaches seem to be fragmentary in nature, not addressing bias in all
procedural steps that the IC is following, as part of its structured methodology. In
addition, scarce research is devoted to exploring specifically social media as potential
intelligence collection and analysis platforms, and their embedment in 1Cs structured
methodology.

The aim of the present thesis is a) to pursue a research study towards understanding
bias in social media-based intelligence analysis, b) propose an Al-augmented
framework for mitigating bias in 1A, based on the capabilities offered by the ICT

community, and c) experiment with implementing one of the core phases of the

AutAwuatikn Atatpl8n MNMMZE uéow Epeuvac «Evpun SZvotnuata
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framework, i.e., the collection phase. Eventually, the goal is to evaluate the suitability
of the proposed framework based on the needs of the IC. Being deployed in phases, our
research work was initialized by utilizing X (Twitter) as a reference platform for
contextualizing the bias phenomenon in social media-based intelligence activities and
presenting preliminary experimental results [9]. After laying the groundwork, the thesis
is extending [9] and advancing in the subsequent phase towards a) updating the
proposed framework with LLMs enhancement towards mitigating bias in the collection
phase and b) implementing the collection phases of the proposed framework and
evaluating it within a use case related to the ongoing Russo-Ukrainian conflict. Towards
this goal we utilize Telegram as a data collection platform and propose a tri-modal
channel selection based on LLMs, human agent and human agent & third-party
Telegram analytics. The main objective of this phase of the research is to promote a fair
(equal) representation of both opposing narratives and avert overrepresentation of one
perspective, which would introduce bias in latter phases of the proposed IA framework.
Subsequently, we scraped the selected channels using one of the reviewed tools. Using
the retrieved content, four datasets were created: Pro-Russia in Russian Language
(PR/RL), pro-Russia in English language (PR/EL), pro-Ukraine in Ukrainian language
(PU/UL) and pro-Ukraine in English language (PU/EL) channels.

To accomplish the abovementioned goals and objectives, a number of academic
research papers and studies have been reviewed to identify trends in bias mitigation and
Telegram-based collection methodologies. This review included governmental reports
and other unclassified, releasable to the public, content relevant to the IC. Related work
published by governmental institutions predominantly derives from western countries,
due to the high availability stemming from their domestic laws on transparency. In
contrast, governmental reports from China, Russia or other countries with similar non-
disclosure policies are not included.

The structure of this paper is as follows: in Section 2 preliminaries on the topic are
presented, while in Section 3 related work is summarized. In Section 4, the proposed
framework for bias mitigation in 1A is presented, while in Section 5, initial X (Twitter)-
based and latter, Telegram-based experimentation and respective results, are presented.

Section VI concludes the thesis.

MSe by research
Intelligent Computer Systems

AutAwuatikn AtatplBn NMMVIZ ueow Epeuvvacg «Eupun Suotnuata
MAnpooptknc» tou AAééavdpou Kapakike



v AITAIOY

AN v
ITANEIIIZTHMIO Bias in Intelligence Analysis Using Twitter-X

2 Preliminaries
2.1 The Intelligence Cycle

Requirements Evaluation
e
f = / % % N ,
. Dissemination Planning
Q / \ < and and
—— %- Integration Direction
\ y o /
e 3 %
g & Active | )
' | nalysis Mission _
: | Collaboration bl Golection
] \ =
BTN '
% Processing
% and
? Exploitation

and Feedback

a) FBI (left), US DoD (right)

PLANNING & PROCESSING & ANALYSIS &
DIRECTION COLLECTION EXPLOITATION PRODUCTION DISSEMINATION EVALUATION
b) US DNI

Figure 1 The Intelligence Cycle

In IC’s effort to effectually deliver well-timed, precise analysis and assessments for
policy/decision makers, it was a principal priority to systemize its activities. Therefore,
an all-encompassing procedure of distinctly defined steps was instituted, called the
intelligence cycle (called Cycle in the rest of the paper). The Cycle has been adopted,
in its entirety or with slight differentiations, by the majority of the IC, and interestingly
by private sector intelligence/risk assessment corporate entities. Three indicatory
illustrations of the Cycle are depicted in Figure 1 {Figure 1 (a):Federal Bureau of
Investigations-FBI (left) [10]; US Department of Defense — US DoD(right) [11] and
Figure 1 (b): (Director of National Intelligence — US DNI) [12]}.

The fundamental phases, that are typically present in different versions of the Cycle,
are: ‘Planning & Direction”, “Collection”, “Processing and Exploitation”, “Analysis &

Production” and “Dissemination”. Therefore, for the purpose of the present thesis, these

‘\l
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phases will be further studied for the potential occurrence of bias phenomena, and for

their mitigation through proposed Al tools.

2.1.1 Planning & Direction

As the initial phase of the Cycle, it is deemed crucial for the successful achievement of
any intelligence project. At this phase, it is the decision-making authority’s
responsibility to state clearly, to the intelligence team, the information that is required.
Precise direction of the intelligence endeavor, is the task of senior management of the
organization, who instructs the intelligence team on the questions required to be

answered.

2.1.2 Collection

After receiving an accurately defined requirement, the intelligence team leverages
which relevant information is already available and what are the informational gaps to
be satisfied from available collection resources. Unprocessed information is collected
from sources, which may be electronic, human, open-source media, or other means,

leading to the categorization of intelligence in the following disciplines:

e Human Intelligence (HUMINT): information gathered from human sources,
overtly by interviewing sources that voluntarily collaborate with the IC or
conducted through clandestine or covert means (espionage).

e Signals Intelligence (SIGINT): electronic broadcasts that can be collected by
ground, surface, aerial or space (satellites) platforms. Communications
Intelligence (COMINT) is a sub-type of SIGINT and refers to the interception of
communications between two parties.

e Imagery Intelligence (IMINT) obtained from electro-optical and infrared sensors
and from synthetic aperture radars (SAR), capable of detecting mobile targets.

e Geospatial Intelligence (GEOINT): utilization of imagery and geospatial
information to detect, assess, and visually depict security related activities on the
earth. It is generated through an incorporation of imagery, IMINT, and geospatial
information.

e Measurement and Signatures Intelligence (MASINT): scientific and technical
information obtained by quantitative and qualitative analysis of data (metric,
angle, spatial, wavelength, time dependence, modulation, plasma, and

hydromagnetic) received from specific technical sensors.
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e Open-Source Intelligence (OSINT): a broad spectrum of information and sources
that are openly available. OSINT sources can be further sub-categorized in, online
publications, Internet, blogs, discussion groups, citizen media (i.e. — cell phone
videos, and user created content), YouTube, and other social media websites.
Social media originating information tends to outperform other traditional
disciplines, due to its rapidity and ease of access, a fact that led to the institution
of the term Social Media Intelligence (SMI or SOCMINT). The term is currently
semi-officially espoused by the academic community and a few members of the
IC, most notably India’s Law Enforcement sector [13]. Nevertheless, its
significance as a sub-discipline is unquestionable and characteristically signified
in “US National Intelligence Strategy 2019” [12]. It should be highlighted that
SOCMINT holds a notable particularity, as technically it is sub-categorized under
OSINT, nonetheless the increased involvement of the human factor (social media

users), may place it as an intersection between OSINT and HUMINT.

2.1.3 Processing and Exploitation

This phase, in conjunction with the subsequent “Analysis” phase, constitute the
transformation of the raw data into completed intelligence products, in a
comprehensible format, containing current situation and potential outcomes
assessments. The processor inspects the data, considering the information’s reliability,
validity, and relevance. Data are screened and selected according to their relevance and
synchronously, a dual evaluation is executed for source reliability and information
credibility. This dual evaluation method, has been applied by intelligence practitioners
at least since World War Il and mainly in the HUMINT discipline, until currently, in
the following form:

e Source Reliability: rankings scale from “Reliable” (A) to “Unreliable” (E) as
presented in Table 1 [13]. In every occurrence the rating is based on previous
reporting from that source. In the absence of previous reporting, the source must
be rated as “F”. An “F” ranking does not automatically mean that the source is
untrustworthy, but that there is no reporting history and therefore no basis for

making a judgement.
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Table 1. Evaluation of source reliability

A | Reliable No doubt of authenticity, trustworthiness, or competency; has a history
of complete reliability

B | Usually Reliable Minor doubt about authenticity, trustworthiness, or competency; has a
history of valid information most of the time

C | Fairly Reliable Doubt of authenticity, trustworthiness, or competency but has provided
valid information in the past

D | Not Usually Reliable | Significant doubt about authenticity, trustworthiness, or competency but
has provided valid information

E | Unreliable Lacking in authenticity, trustworthiness, and competency; history of
invalid information n in the past

F | Cannot Be Judged No basis exists for evaluating the reliability of the source

e Information Content Credibility: The highest degree of confidence in reported

information is given to that which has been confirmed by external sources. Table

2 [14] shows evaluation of information content. The degree of confidence

decreases if the information is not confirmed, and/or does not seem to make sense.

The lowest evaluated rating of “5”” means that the information is false. A ranking

of “6” does not mean untruthful information, instead specifies that no

determination can be made since the information is completely new.

Table 2. Evaluation of information content

1 | Confirmed Confirmed by other independent sources; logical in itself; Consistent with
other info on the subject

2 | Probably True Not confirmed; logical in itself; consistent with other information on the
subject

3 | Possibly True Not confirmed; reasonably logical in itself; agrees with some other
information on the subject

4 | Doubtfully True Not confirmed; possible but not logical; no other information on the subject

5 | Improbable Not confirmed; not logical in itself; contradicted by other information on
the subject

6 | Cannot Be Judged | No basis exists for evaluating the validity of the information

Fusing information of Table I and Table II, for example, a confirmed information from

a reliable source would be rated Al, an unknown-validity information from a new

—
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source without reputation would be rated F6, a contradictory illogical information from
an identified unreliable source is E5, a confirmed information from a moderately

unreliable source is C1.

2.1.4 Analysis

In this phase, the intelligence analysts employ structured analytic techniques (SATS),
to convert processed data and information into a fused, complete intelligence product,
contextualized, and in a comprehensible to the decision makers’ format. The IC has
recognized bias as the foremost challenge in this phase, thus its mitigation has been
standing in the core of the SATs development. The key characteristics of this phase are

relevance, accuracy, and completeness in satisfying the original requirement.

2.1.5 Dissemination and Feedback
In the concluding phase of the Cycle, the processed information is collated into reports
or other forms of informing documents and distributed to consumers, which may be

either decision or policymakers.

As a closed loop system, the IC is terminated when the originator of the request delivers
feedback as to the relevance of the product. Feedback can be provided via dialogue in
a ticketing system, email correspondence, phone call, video conferencing, or an in-

person meeting.

2.2 Biasin TA and the Cycle
2.2.1 General Bias

Bias ascends as a major challenge to be confronted by the academic community and
every other entity which intends to use X (Twitter) or Telegram as an information
collection pool and apply Al methods for analyzing this information. In socio-
psychological terms, bias is a disproportionate weight in support of, or in opposition to,
an idea or thing, typically in a way that is narrow-minded, prejudicial, or unfair. Its

main categories and subcategories comprise of:

e Cultural Biases: comprise of age, ethnicity, family roles and connections,
education (level and specific discipline), gender, language, nationality, political
participation and affiliations, profession, region, religion, social network
connections, socio economic position and origins [15].

e Organizational Biases: parochialism,  group  thinking,  excessive

compartmentalization [16].
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e |diosyncratic Biases: personal experiences.

e Cognitive Biases: availability bias (beliefs on a topic are formed by whatever
information is most easily accessible), framing effects (decisions are influenced by
the way information are worded/presented), anchoring bias, confirmation bias
(tendency to interpret information in a way that confirms their existent beliefs),
bandwagon effects, reinforcement effect, exposure effects, ambiguity effects, less
is more effects, decoy effects, Dunning-Kruger effect, priming effects, order effect,
peak end rule [17], [18].

2.2.2 Biasin TA

Bias in Twitter (X) analysis is a dual challenge: on a data source level (user posting
personal opinions or perceptions of events — not necessarily objective) and on an
algorithmic level, as it has been observed that algorithms themselves (designed for
Twitter analytics) are presenting noticeable indications of bias. This can be explained
by the fact that Al soft. engineers are subconsciously instilling their biases to the
algorithms, thus perpetuating a problem, which Al is supposed to mitigate. Being
admittedly inherent to every human being, bias is unavoidably transferred to tweets
content, Twitter (X) content ranking algorithm [19], as well as the algorithms
engineered to analyze them, correspondingly. Interestingly, it should be noted that
Twitter (X) company itself has admitted the existence of bias in its own algorithms,

favoring specific political ideologies over opposing ones [20].

2.2.3 Bias mitigation in 1A

The IC has already conducted significant research on bias since 1964 [17], diagnosing
it as the predominant hindrance to objective analysis and the cause for many failures
[21]. To this direction, various structured methodologies for mitigating it have been
developed and efficiently applied.

Primarily, the Cycle itself was designed to utterly support decision makers with, as
much as possible, impartial intelligence products, thus it is to be considered a complete
bias mitigation architecture. In the overall process, analysis phase bears an increased
gravity, and a miscellany of SATs are applied during it (either individually or in

combination), towards bias mitigation and objective analysis production, that are [22]:

a) Diagnostic Technigues: aiming to expose assumptions made by the analysts,

analytic arguments, or intelligence gaps. Diagnostic Techniques include:
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)} Key Assumptions Check, which involves systematically listing and
reviewing the fundamental assumptions underlying an analysis. These assumptions
shape judgments and influence the overall assessment. Analysts employ this technique
at the outset of a project to identify and scrutinize critical assumptions. By making
these assumptions explicit, they can assess their validity and potential impact on

conclusions [22].

i) Quality of Information Check, evaluates the reliability, completeness,
and relevance of available data. Analysts assess the sources, credibility, and potential
biases associated with the information. This technique is particularly useful when
managing equivocal or incomplete data. By examining the quality of original pieces of
information, analysts augment the robustness of their analysis. It is also an opportunity
to confirm that sources have been cited correctly. In the case of HUMINT, this will
necessitate far-reaching review of the sources’ background information and access as
well as their incentives for providing the information. Likewise, inspecting technical
sourcing can sometimes disclose unintentional errors in processing, translation, or

interpretation that otherwise might have gone undetected [22].

iii) Indicators or Signposts of Change, where an analyst or team can create
an indicators or signposts list of discernable events that one would expect to see if a
postulated situation is evolving; e.g., economic reform, military modernization,
political instability, or democratization. Populating the list might vary from only a few
hours to as much as several days to identify the critical variables associated with the
examined topic. When there are acutely differentiated views on an issue, an indicators
or signposts list can also “depersonalize” the argument by shifting analytic attention to
a more objective set of criteria. Using an indicators list can clarify substantive
disagreements, once all sides agree on the set of objective criteria used to measure the
topic under study. Whether used alone, or in combination with other SATS, the process

remains the same:
* Identify a set of competing hypotheses or scenarios.

» Create separate lists of potential activities, statements, or events

expected for each hypothesis or scenario.

* Frequently review and update the indicators lists to see which are

changing.
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« Identify the most probable hypotheses or scenarios, based on the

number of changed indicators that are observed.

Developing two lists of indicators for each hypothesis or scenario may prove useful to
distinguish between indicators that a situation is or is not emerging.

iv) Analysis of Competing Hypotheses (ACH), which has proved to be a
highly efficient technique when there is a large amount of data to absorb and evaluate.
Due to the high prominence, it holds within the IC, as portrayed by the multitude of
publicly available papers studying it, this thesis examines its functions more
emphatically. While a single analyst can use ACH, it is most effective when employed
by a small team that can challenge each other’s evaluation of the evidence. Developing
a matrix of hypotheses and inserting already gathered information into the matrix can
be accomplished in a day or less. If the data must be reconstructed, the initial phases
of the ACH process may require additional time. ACH as explained in [22] and

analyzed in depth in [23], consists of the following steps:

* Hypothesis — The first step of the process is to recognize all possible
hypotheses, preferably using a group of analysts with different perspectives to
brainstorm all possible alternatives. The process discourages the analyst from choosing
one "likely" hypothesis and using evidence to prove its accuracy. Cognitive bias is

minimized when all possible hypotheses are considered.

+ Evidence — The analyst then catalogues all available information as
evidences and arguments (including assumptions and logical deductions) for and

against each hypothesis.

« Diagnostics — Structuring a matrix, the analyst applies evidence against
each hypothesis in an attempt to contradict/invalidate as many theories as possible.
Some evidence will have greater "diagnosticity" than other evidence i.e., some will be
more beneficial in judging the relative likelihood of alternative hypotheses. This step
is the most important, according to the author [23]. Instead of examining one
hypothesis and all the evidence (“working down" the matrix), the analyst is advised to
examine one piece of evidence at a time, and examine it against all possible hypotheses

("working across" the matrix).
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* Refinement — The analyst reviews the findings, identifies any gaps, and
collects any additional evidence needed to refute as many of the remaining hypotheses

as possible.

* Inconsistency — The analyst then seeks to draw tentative conclusions
about the relative likelihood of each hypothesis. Less consistency implies a lower
likelihood. The least consistent hypotheses are eliminated. While the matrix generates
a definitive mathematical total for each hypothesis, the analyst must use their judgment
to make the final conclusion. The result of the ACH analysis itself must not overrule

analysts' own judgments.

« Sensitivity — The analyst tests the conclusions using sensitivity
analysis, which weighs how the conclusion would be affected if key evidence or
arguments were wrong, misleading, or subject to different interpretations. The validity
of key evidence and the consistency of important arguments are double-checked to

assure the soundness of the conclusion's linchpins and drivers.

» Conclusions and evaluation — The analysts deliver the decisionmaker
with their conclusions, as well as a summary of alternatives that were studied and why

they were rejected.

« Identify milestones — Finally the analyst identifies milestones in the

process that can serve as indicators in future analyses or for future observations.

The ACH SAT has been extensively employed by analysts, either in groups or
individually, as suggested above and a research team including author of [23]
engineered a homonymous java-based tool to computationally support ACH [24]. An
analysis example concerning Irag, as presented in a relevant research paper [25], was
customized with the latest available version of the tool (ACH 2.0.5) before it gets
discontinued and illustrated in Figure 2. Hypotheses are enumerated in the column
headings; evidence is listed in the rows. The entries in the cells of the table indicate

consistent and inconsistent relations between evidence and hypotheses.
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BA paRC ACH 205
File Edit Matrix Options Learning Aids Help

Enter Enter Sort Type g = Duplicate | Hide/Show Hide
i 2 2 Order Added X Weighted Inconsistency Score v : 3
Hypothesis Evidence Evidence By: reer s -4 of Calculation: 9 - L Matrix Columns Tutorial
Classification: (0] Type Relevance H:1 H:2 H:3
Iraq will not It will sponsor | Iraq is planning a major
retaliate. some minor terrorist attack against
Project Title: terrarist action. | one or more CIA
installations.
Weighted Inconsistency -4.242 -0.0 2121
Available Matrices: Scors
Enter Evidence
Assumption that failure to | Analyst
— retaliate would be assumption 7
: e MEDIUM C (&
E6 Evidence Link: = unacceptable loss of facefor U
Saddam.
E6 Evidence Notes: Iragi embassies instructed | COMINT
E5 to take inceased security MEDIUM | (& C
precautions.
Increase in frequency/length | COMINT
E4 of monitored Iragi agents MEDIUM | (¢ C
radio broadcasts.
Assumption that Iraq would |Analyst
E3 not want to provoke another |assumption |[MEDIUM Cc C |
US attack.
Absence of terrorist COMINT
E2 offensive during the 1991 MEDIUM (o} C |
war
E1 Saddam publlg statement of | Leadership MEDIUM c ¢ c
intent not retaliate statemnet

Figure 2 ACH 2.0.5 Analysis example for Iraq

According to ACH 2.0.5’s documentation [24], this software executes two different
calculations regarding the probability of each hypothesis. The Inconsistency Score is
a simple count of the number of items of Inconsistent (1) and “Very Inconsistent” (II)
evidence for each hypothesis. The “Weighted Inconsistency Score” follows the same
principle but adjusts the score according to the “Credibility” and “Relevance” of the

evidence.

* Inconsistency Score: Consistent with the principle of refuting
hypotheses, only the Inconsistent evidence is counted. An Inconsistent item of
evidence counts as 1 and a Very Inconsistent item counts as 2. The Inconsistency Score
for each hypothesis is the sum of the Inconsistent and Very Inconsistent ratings for that
hypothesis. The hypothesis with the highest Inconsistency Score is the least likely. The

one with the lowest Inconsistency Score is the most likely.

» Weighted Inconsistency Score: This is like the Inconsistency Score,
except that the value of each Inconsistent or Very Inconsistent rating is adjusted
according to the Credibility and Relevance of that item of evidence. If the Credibility

and Relevance are both rated Medium, the value of the Inconsistent or Very

=

—~o
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Inconsistent rating remains unchanged. If both the Credibility and Relevance are High,
the value of the Inconsistent rating is doubled. Inconsistent then counts as 2, and Very
Inconsistent counts as 4. If both Credibility and Relevance are Low, the value of an
Inconsistent or Very Inconsistent rating is cut in half to 0.5 and 1, respectively. This
means that a highly credible item of Very Inconsistent evidence that gets to the heart
of the analytical problem may count eight times as much as an Inconsistent item of

uncertain Credibility and peripheral Relevance.

When the Credibility and Relevance ratings differ, for example if Credibility is High
but Relevance is Medium, intermediate values are calculated. Table 3 exhibits all

possible values.

Table 3 Credibility-Relevance-Inconsistency Weight Possible Values

Credibility Relevance | |
High High 2 4
Medium High 1.414 2.828
Low High 1 2
High Medium 1.414 2.828
Medium Medium 1 2
Low Medium 0.707 1.414
High Low 1 2
Medium Low 0.707 1.414
Low Low 0.5 1

Whenever an Inconsistent rating or a Credibility or Relevance weight is changed, the
Inconsistency Score or Weighted Inconsistency Score is automatically recalculated. If
this recalculation changes the likelihood ranking of the hypotheses, the order of the
hypotheses is automatically reordered from the most likely (on the left) to the least
likely on the right. If the evidence needs to be resorted, the words "Resort Needed"
will appear in the Sort Evidence By window. Concerns expressed by sceptics of the
ACH SAT, as summarized in [26], involve:

* The process to create an ACH is time-consuming.
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» The ACH matrix may prove problematical when analyzing a complex

project.

« It can be challenging for an analyst to manage a large database with
multiple pieces of evidence.

* Evidence also presents a problem if it is unreliable.

* The evidence used in the matrix is static and therefore it can be a
snapshot in time. [26]
b) Contrarian Techniques are aiming to openly challenge prevalent analytic scenarios,
potential outcomes and overall current thinking. Subtypes of Contrarian Techniques
are:

)] Devil’s Advocacy, involves purposefully taking an opposing viewpoint
to test the validity of a proposition or argument. It intends to identify weaknesses,
biases, or overlooked aspects. By assuming the role of a skeptic, analysts can expose
hidden assumptions and explore alternative scenarios [27].

i) Team A/Team B involves forming separate analytic teams (Team A and
Team B) to develop contrasting views on an issue. Each team presents arguments,
evidence, and alternative hypotheses. By setting opposing teams against each other,
analysts can identify blind spots, biases, and gaps in their assessments [28] [29].

i) High-Impact/Low-Probability, according to which analysts focus on
events that have significant consequences but are unlikely to occur. These events often
fall outside the mainstream consensus. By exploring low-probability scenarios,
intelligence professionals can prepare for unexpected developments [28].

iv) “What If?” Analysis, during which analysts engage in hypothetical
thinking by asking “what if” questions. They study alternative futures, speculative
scenarios, and potential disruptions. This technique helps identify vulnerabilities,
assess risk, and increase readiness.

C) Imaginative Thinking Techniques aim at creating new insights, diversified
perspectives and/or suggest alternate outcomes. Under this category of SATSs fall:

)] Brainstorming, Definition, is a cooperative technique where analysts
generate a broad array of ideas, hypotheses, or solutions related to a specific problem.

It encourages free thinking, suspends judgment, and encourages creativity. By
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sourcing diverse viewpoints, brainstorming helps identify unique angles and potential

courses of action.

i) Outside-In Thinking, encompasses viewing an issue from external
viewpoints, such as those of adversaries, competitors, or stakeholders. It challenges
internal biases and assumptions. By adopting an external perspective, analysts can

uncover blind spots and anticipate how others perceive the situation.

iii) Red Team Analysis simulates the mentality of an adversary or opposing
force. Analysts play the role of skeptics, exploring vulnerabilities, and probing
unconventional scenarios. Red Team Analysis enhances critical thinking, identifies
weaknesses, and tests assumptions. Red teaming practices are well recorded in

military, intelligence, and security environments [22][29].

iv) Alternative Futures Analysis, involves analysts considering multiple
reasonable futures by examining various scenarios, trends, and drivers. This technique
helps anticipate potential developments. By envisioning alternative futures,
intelligence professionals prepare for uncertainty and adaptability. Alternative Futures
Analysis is emphasized in foresight studies, scenario planning, and strategic foresight.

Scholars stress its value in strategic decision-making and risk management [30].
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3 Related Work

To achieve a more holistic analysis of the proposed research problem, a four-axis
thematic review of pertinent literature, is performed. Relevant studies are classified in
three categories i.e., “Ontologies and the Cycle”, “Indirect Bias Mitigation”, “Direct

Bias Mitigation” and “Telegram-based Data Collection”.

2.1 Ontologies and the Cycle
Studies categorized in the present subsection demonstrate the vital role that ontologies

can perform in various phases of the Cycle.

In [31], one of the first attempts to introduce the concept of ontologies in various phases
of the Cycle is presented, advocating that this would enhance communication among
them, especially between the phases of collection and analysis. Additionally, the paper
states that an ontology would also assist in consolidating the benefits of emerging

technological advances, indirectly referring to Al capabilities.

In [32], the establishment of an ontology-based Integrating Semantic Framework (ISF)
is proposed, utilizing the Basic Formal Ontology (BFO) as a basis. BFO is a framework
for defining and categorizing entities and concepts that can be applied across different
intelligence fields and disciplines. By using BFO, authors contend that intelligence
analysts can establish a common understanding and language for discussing
intelligence-related concepts, which can improve communication and collaboration
among analysts from different agencies and organizations. Additionally, BFO's use of
ontological realism as a philosophical foundation can help ensure that the ontology
mirrors the structure of the world, which is essential for effective intelligence collection

and analysis.

In [33], authors propose the semantic enhancement of data using a formal ontology to
improve the accuracy and consistency of intelligence analysis across various domains.
To that end, a tri-layered ontology is proposed, consisting of: An individual, small,
domain-neutral Upper-level Ontology (ULO), for which in their study BFO is selected;
Mid-level Ontologies (MLOs), created by grouping terms pertaining to specific aspects
of warfare, or to specific tasks (e.g. inter-agency information sharing) ; and Low-level
Ontologies (LLOs) focusing on specific domains, whose main advantage is they might
be used as starting points for the development of cross-domain ontologies. Overall, the
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paper demonstrates the potential of ontology-based approaches to enhance the quality

and effectiveness of intelligence analysis.

2.2 Indirect Bias Mitigation

Studies focusing on establishing evaluation mechanisms for the source of information
and the information corpus itself are examined in the current subsection. Ranking the
reliability of each source and the information content, by comparing it with already
validated sources/information, only the input/output phases of the process are
examined, thus bypassing bias in the intermediate process.

In [34], authors propose a generic framework to automatically and in real-time execute
credibility analysis of posted messages in social media platforms, including Twitter
(X), which is used as reference. The framework embodies a credibility model based on
three aspects: Text credibility (text analysis-based), User credibility (based on attributes
about the user’s account, such as creation date, verified account), and social credibility
(based on attributes that signify social impact, such as followers and following). A
fourth aspect, Topic-level credibility, is under consideration by the authors to be added
in the future. The proposed future aspect, based on natural language processing (NLP)
and sentiment analysis techniques, will measure the level of acceptance of the topic or

event referenced in the text.

In [35], authors propose a mainly NLP-based approach, to examine the credibility of
Twitter (X) user accounts. To accomplish that, they implement a four-stage linear
methodology comprising of: News category analysis stage, Sentiment analysis stage,
Source credibility analysis stage and Source credibility visualization stage. At the News
category analysis stage, machine learning (ML) algorithms are used, such as Naive
Bayes classifier, Decision Tree and Support Vector Machine. During the Sentiment
analysis component, lexicon-based methods and ML-based methods are applied. At the
Credibility analysis component, source (Twitter account) credibility evaluation is
proposed, by examining 12 features of each account, through the use of K-means
clustering method. Finally, the Source credibility visualization component is using a
method to depict the impact each Twitter (X) account’s post has on its followers
(agreement or disagreement). After evaluating their model, authors conclude that it is
able to achieve an average accuracy of 68% in assessing a Twitter (X) account’s
credibility. Interestingly, they compare their study with other related work [36], which
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is achieving a noticeably higher accuracy, with more inclusion of human factor in the

process.

In [36], authors initially use Elasticsearch to access Twitter (X) stream API and gather
a dataset of 1.206 tweets on a certain subject. Subsequently, they evaluate the dataset
comparatively with two different methods, with the goal to assign to each tweet one of
four credibility levels (HC — highly credible, HNC — highly non credible, N — neutral,
C —controversial). The first evaluation method employs an ML algorithm in R language
achieving an accuracy of 51%-57%, while the second involves two-human agents’ team
(critics) who applied a set of manually assigned rules and achieved an accuracy of 82%-
89%. Finally, by merging both methods, the achieved results were enhanced, raising
the precision in the HC and HNC credibility classes by 8%-10% and decreasing low

controversial (C) class error by 0,3%.

In [37], authors propose an approach called ‘Reliability Index for Twitter’, which
ascribes every Twitter (X) profile with a numeric value, towards determining a profile’s
authenticity. This numeric value fluctuates between 0 and 1, where O indicates an
extremely unreliable and highly likely fake profile while 1 represents a reliable and
possibly genuine, human operated account. In this research, 20 factors are taken into
account in order to calculate a reliability measure for Twitter (X) accounts. Those
parameters have been linked with their corresponding desired values as well as the
respective weightage. This study, as summarized in Table 4 has been exclusively
directed in investigating Twitter (X) profile’s authenticity, and can be valuable in
averting disinformation attempts, carried out either by human operated fake profiles or
bots. Supplementary proposals in examining the veracity of the content are to be
investigated in other relevant studies.

Table 4. Twitter reliability index formula with parameters
Attributes Desired Scaled Weight

Condition
Verified Status

Followers

=i
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Liked Tweets >5 17 0.06
Retweets >25 6 0.02
Retweeted >10 18 0.06
Account age >2 7 0.01
Mobile Number Verified Yes 21 0.07
Email Address Verified Yes 12 0.03
Followers to Followed >0.8 35 0.12
Ratio
Hashtags Used Yes 6 0.02
Bio Added Yes 12 0.04
Mobile Application Yes 16 0.05
attached
Two Factor Yes 21 0.07

Authentication
Location Tweets Yes 16 0.05
Contacts Uploaded Yes 13 0.04
Reported Fake No 33 0.11
TOTAL 300 1

In [38], authors propose a methodology to automate military intelligence confidence
assessments for Twitter (X) messages, predominantly based on the TunkRank
algorithm [39]. To that end they initially identify a dataset of Tweets on a specific
subject (the reported death of photojournalist Tim Hetherington in Misrata, Libya) by
using the Twitter (X) Search API. Then, they classify the content into Tweets
expressing that the person is alive, or dead, or neither. Following, they gauge the
TunkRank of users and verify the reliability of the user’s message (i.e., check for false
retweets). Then they determine the independence of sources by observing for explicit
and implicit retweets, shared URLS, and distance between users in the Twitter graph.

2.3 Direct Bias Mitigation
arimella et al. [40], suggest a content-based recommendation approach as alternative

Q)

to Twitter’(X) s built-in recommendation, to mitigate confirmation bias and to assist
towards increasing average Twitter (X) user’s exposure to conflicting views and beliefs,
independently of Twitter (X) user’s viewpoint on a specific issue. Their main concept
is to merge recommendations from biased groups of Twitter (X) profiles, e.g., pro-
Trump and contra-Trump, into a hybrid set that contains tweets from both sides. To
implement their approach, they process a dataset of 73.868 tweets from 39.698 profiles

=i
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and use Apache Solr’s MoreLikeThis functionality. For evaluation, they utilized the
beyond-accuracy metrics of recommender systems, i.e., diversity and serendipity,

concluding that their approach may improve both metrics.

Authors in [41] propose a method for analyzing bias in tweets using NLP techniques,
which consists of three steps: data collection, feature extraction, and bias analysis. In
the data collection step, authors use the Twitter (X) API to collect tweets related to a
particular topic, which are then pre-processed to eliminate any irrelevant information.
In the feature extraction step, the authors use NLP to extract features from the tweets,
(including sentiment, emotion, and topic), while simultaneously using a sentiment
lexicon to identify the sentiment of the tweets. In the bias analysis step, authors use the
extracted features to analyze the bias in the tweets and additionally use a supervised
ML algorithm to classify the tweets as biased or non-biased. The authors also use a
sentiment analysis algorithm to identify the sentiment of the tweets. They test the
proposed method using a 2020 US presidential election-related tweets dataset, with the
ensuing results showing that the proposed method is able to correctly identify biased
tweets. The limitations of their method, according to the authors, include inadequate
ability to detect contextual bias, non-textual bias (e.g. video, image), and elusive bias

(sarcasm).

In [42], authors present a framework for mitigating biases in ML systems, based on
conditional Generative Adversarial Networks (cGANSs) which allows the generation of
new high-quality synthetic data related to the targeted population groups (minorities).
Concurrently, they argue that the main hindrance of the rest mitigation approaches, is
that they are model-oriented, thus emphasizing on adjusting the training algorithms to
generate fair results, while omitting the fact that the training data can itself be the
foremost reason for biased results. The suggested framework enables ML systems
engineers to estimate the actual distribution of the original data pertaining to the
targeted population groups (population groups that are victims of biases) through
establishing a termed “two-player game”. The “players” are two models, which are
trained in parallel, i.e., the Discriminator (Dis) and the Generator (Gen). Gen is trained
to capture the data distribution through trying to maximize the probability of Dis
committing a mistake. Dis is trained to maximize the probability that a data sample

came from a targeted population group rather than the Gen. Simultaneous training of
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models is recurrently performed until a generative model that can generate new
synthetic data pertaining to the targeted population groups is obtained. The resulting
generative model is then used to synthetically produce new data, which are used to
augment the training set so as to compensate and overcome the bias problem. In this
way, ML algorithms can be trained on these data in order to produce unbiased
predictions. Experimental results indicated that the proposed framework efficiently
mitigated the biases against targeted population groups, while at the same time
enhancing the prediction accuracy of the ML classifiers.

Despite not explicitly stated by the authors, GANs’ methods are presently preferred in
facial recognition/image analysis related projects. GAN-based methods have been
effectively implemented in image synthesis to produce remarkably realistic faces, and
a variety of other image types, which are beneficial to training data augmentation and
the corresponding recognition projects. [43], [44]. It should be noted though, that within
these margins, GANs are also widely selected for satellite imagery related academic
researches [45], a fact that may elevate them to a useful tool for GEOINT-IMINT
analysis.

2.4 Telegram-based Data Collection

In [46], authors study the role of Telegram in information broadcasting during the
Russo-Ukrainian War, analyzing an extensive dataset of messages from both Russian
and Ukrainian channels. The results demonstrate that Telegram channels played a
substantial role in shaping public perceptions of the war, with both sides engaging in
various strategies to advocate their narratives. The study also underlines the
multilingual nature of Telegram usage, with channels disseminating news to a diverse
audience across different languages. Authors ruled random channel sampling based on
Telegram’s integrated keyword search, due to limitations and opted for a snowballing
technique. According to this technique, after identifying the ten most popular Telegram
channels covering the war in each country (using the number of subscribers as a
selection criterion), their entire content generated during the first year of the full-scale
invasion, from February 24 2022, to February 24 2023. The content was collected using
Telegram Desktop. Telegram channels broadcasting war related content with the largest
audience in Russia and Ukraine had 2.7 and 1.1 million subscribers, respectively
(considering population size disparity). Authors conclude, among other findings, that

contents of public Telegram channels are easily retrievable and available for analysis,
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further distinguishing this medium from Facebook and X, which increasingly restrict

access to user-generated content.

In [47], authors survey the capacity of Telegram as a potential source for social
research. emphasizes the opportunities for studying social behavior, information
distribution, and online communities through Telegram data. The authors propose a
three-step methodology for collecting and analyzing Telegram data, which includes
Telegram API creation, discovery of relevant channels and data processing and storage.
With regards to the channels selection, they also implement a variation of the
snowballing technique, by forming an initial pool of Telegram channels cited in blogs,
Facebook and other platforms. Regarding the data processing and storage step, through
utilization of Telegram API, they extracted channels’ attributes, including
“message id”, “message, from id” (groups only), “datetime”, “reply to msg id’

(groups only), noting that some of the attributes are only available for groups.

In [48], authors conducted a thorough research of more than 120,000 Telegram public
channels, collecting 247 million messages broadcasted by these channels, towards
detecting and analyzing fake channels on the medium. Their methodology, with
regards to channels selection, included the snowball approach, commencing from a list
of seed channels covering various topics and expanding the dataset by adding, for every
forwarded message in the seed channels, the original channel of the message. To form
the pool of the seed channels, they leveraged Tgstat?, a third-party Telegram analytics
online service, that indexes more than 150,000 Telegram channels and issues relevant
statistics. Although Tgstat does not offer free APIs to collect the indexed channels, it
reports the rank of the top 100 channels by the number of subscribers. From this rank,
authors retrieve all the categories to which these channels belong, ending up to 18
categories. Subsequently, from each of the 18 categories, they selected as seeds the 10
top ranking channels, based on the number of subscribers. Overall, they obtained a total
of 180 seed channels. From each seed channel, they downloaded the 10,000 most
messages through the Telethon APIs, an open-source Python wrapper of the official

Telegram APIs.

1 TGstat.ru
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In [49], authors compiled and publicly shared a new dataset that examines linguistic
bias in political news. The dataset contains contradicting descriptions and narratives of
the same events after Belarussian presidential elections 2020. To accomplish their
objective to have a balanced dataset, they included an equal number of channels
supporting each of the opposing narratives: four state-supporting channels and four
popular opposition channels. They proceed by collecting messages from the selected
channels, posted from 01 August 2020 to 14 April 2021 using Telegram’s built-in
download function. Finally, they make their dataset available to researchers for further
linguistic bias analysis, according to the ‘FAIR Guiding Principles for scientific data
management and stewardship”?; thus, making dataset Findable, Accessible,

Interoperable and Reusable (FAIR).

2 https://www.go-fair.org/fair-principles/
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4 The Proposed Framework

Instances of bias can be exhibited at each phase of the Cycle, either overtly or
subconsciously. Thus, it is considered critical to dissect the Cycle, identify the
respective manifestations of bias that might be encountered at each individual phase,
and examine the available Al-powered mitigation tools. Upon completing the approach,
the abstract design of an integrated bias mitigation framework for 1A will be presented.
4.1 Biasin Planning & Direction

Bias can be introduced by prejudiced framing of research questions, as a consequence
of decision makers’ own biases, which in latter phase may influence the selection of

sources or the analysis performed by analysts (confirmation bias).

NLP tools are recommended, for a preliminary review of an area-of-interest’s social
media, to recognize prevalent trends, issues, and events pertinent to the intelligence
requirement. Subsequently, decision makers are briefed on the findings, to direct their
requirements in a more objective way, to all areas of interest (e.g., if an antagonistic
country is a traditional military power, decision makers might direct their requirements
principally on this sector, thus neglecting the social/political/economic sectors, where

potential underlying weaknesses might be missed).

Additionally, it is essential for the organization to engineer an ontology, which will
form the linguistic and semantic basis of all internally exchanged information and
knowledge, not only to avoid misinterpretations/ambiguities, but to be able to present
information concisely, in a sentimentally neutral language, which will not instigate
further bias.

4.2 Bias in the Collection

In this phase, availability bias is the most probable type of bias that may occur. For
instance, algorithmically favored Twitter (X) profiles of key figures of an antagonistic
country, are more easily available and accessible to domestic IC, leading to
overrepresentation of the views they’re propagating or the information they’re
broadcasting, in latter stages of the Cycle. Therefore, at this phase it is considered rather
advantageous to provide IC the capability of monitoring even algorithmically
unfavored, but yet influential profiles, thus collecting, ideally, as-close-as-possible to
the entirety of available information, and opposing views, while at the same time

overriding limitations set by Twitter (X) API [50]. To this direction, a set of proposed
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open-source Twitter (X) scrapers include Twint [51], Twitter-scraper [52],
Twitterscraper [53], TIGMINT [54] (Twitter, Instagram, GeoTagging Media
Intelligence, available also in web version [55] supported by Gurugram Police Cyber
Security Internship, India), Snscrape [56] (capability to scrape a multitude of social
media platforms including Twitter, Instagram, Facebook, Russian VKontakte and
Chinese Weibo) and Tweeds [57]. At this point, it should be emphasized that Twitter
(X)’s ownership changes and rebranding to X, incurred a series of policy changes,
which made its utilization for research purposes, problematic. These changes included
imposing APl access restrictions to third-party apps and application of API pricing tiers,
which rendered tools included in the above paragraph, inapplicable and their usage,

liable to legal action by X.

For the purposes of the current study, several open-source Telegram scraping tools and
methods were also reviewed. Their selection was based on references in the related

works and additional research in GitHub, developer platform.

Telethon [58] is an asyncio Python 3 MTProto library to interact with Telegram's API.
Telethon may be employed to scrape various attributes of a channel (id, title, date,
version, creator, verified, restricted) and a message (id, date, message, mentioned,
fwd_from, via_bot _id).

Telerecon [59] is a comprehensive OSINT reconnaissance framework for researching,
investigating, and scraping Telegram. According to its contributors, user can input a
target username, and Telerecon efficiently crawls across multiple chats gathering
profile metadata, account activity, user messages, extracting potential selectors,
ideological indicators, identifying named entities, indicators of capability and violent
intent, constructing a network map of possible associates, and an EXIF metadata geo-
map, amongst various other analytics. Other features of Telerecon, which may prove
valuable in subsequent phases of the Cycle, such as Processing & Exploitation and
Analysis include scraping Telegram channels/groups, automated forward mapping for
investigative network analysis, and conducting a channel community census. A
comprehensive list of all the functions Telerecon includes are presented in the form of
enumerated options in its main menu screen, from where user is prompted to select, as

portrayed in Figure 3 Telerecon Main Menu.
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B C:\Windows\System32\cmd.exe - python launcher.py — a X

Get user in
. Check user activity across a list of channels
Collect user m from a target channel
Collect user mes from a list of target channels
Scrape all messages within a channel
. Scrape all t.me URL’s from within a channel
. Scrape forwarding relation into target channel
. Scrape forwarding relation into a list of target channel
. Identify possible user associat eraction network map
. Parse user me es to extract ctors/intel
. Extract GPS d from collecte ser media
. Create visualization report from collected user messages
3. Extract named entities from collected user messages
. Conduct a sub er census across a list of target channels
5. Parse user me s to extract ideological indicators
16. Parse user ssages to extract indicators of capability and violent intent

1.
2
B35
4.
5.
6
7
8
9

Pick a number:
Figure 3 Telerecon Main Menu

Telegram Desktop’s built-in chat export tool provides the possibility to export
messages history from channels that the user follows (one channel at a time) on any
selected date range, and download them locally either in HTML or JSON format. Basic
attributes may be retrieved for channels, i.e., name, type (either public or private
channel) and Id, and for messages i.e., id, type, message, date, date_unixtime, edited,
from (if forwarded from another channel) and from_id (also if forwarded from another
channel). Additionally, this tool offers the capability to retrieve other content associated
to the original message, such as images, videos and emoji reactions. The tool has been
leveraged by academics, as well as by independent investigative journalism actors. In
the latter case it has proved extremely useful in terms of archiving and preserving visual
material, in case it becomes inaccessible after a user deletes a post or a channel is
removed, or if the entire platform becomes inaccessible. A notable example is the
archiving from an independent OSINT website, of a Telegram broadcasted video,
documenting Russian troop movements prior to the ground invasion in Ukraine, which

is no longer viewable due to a Telegram’s moderation action [60].

TGCollector [61] is an open source, browser-based GUI developed in JavaScript for
collecting Telegram messages from selected channels. TGC requires authentication
through Telegram’s API and may collect consecutively from a given list of multiple
channels, a miscellany of attributes [id (message ID), message (message text content),
messageL.ink (link to the message in the form : t.me/channel name/message number),

date (message creation date), pinned (is message pinned), views (view count), forwards

—
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(forward count), fwdFrom (info about forwarded message), viaBotld (ID of the inline
bot that generated the message), editDate (last edit date of this message), postAuthor
(name of the author of the post), replies (info about post comments or replies),
groupedid (1D of the album or media group inside message), reactions (reactions to the
message, through emojis expressing various feelings), post (whether this a channel
post), entities (text URLS inside the message), restrictionReason (reason of the message
restriction — if restricted) Except its GUI, which makes it easily utilizable, TGcollector

automates collection, by performing simultaneous scraping from multiple channels.

Finally, depending on the social media platform selected for a given use case, bots and
virtual assistants may be employed to interact with users, to gather information of
interest. Such tools may be modeled similarly to the e-Enemy (e-Voroh) Telegram
chatbot, launched on 10th March 2023 by the Ministry of Digital Transformation of
Ukraine, which is successfully implemented during the ongoing Russo-Ukrainian
conflict. The e-Voroh provides users the possibility to send geolocation, photos, and
videos of enemy equipment with the additional possibility to describe in free text what
they saw, thus contributing significantly the intelligence collection effort of their
intelligence services. Another feature added to e-Voroh is reporting war crimes by
occupiers with the opportunity to send photos or videos of war criminals and provide
their data. A most recent feature added to the bot is reporting the location of explosive
objects thus, the citizens of Ukraine are able to assist friendly forces in the disposal of
mines, projectiles, and bombs left by invading forces. Nonetheless, Ukraine had to
mitigate disinformation, as verification of intelligence took a long time through the
initial version and frequently Russian bots would flood deceptive messages onto the
platform. This challenge was effectively solved by requiring users to login and
authenticate themselves via the country’s e-passport system, Diia. Diia’s main function,
prior the conflict, was that of a centralized hub for citizens' transactions with their
government, allowing user to access their identity cards, fulfill taxational obligations
and obtain government services [62]. A comparative review of the above-mentioned
Telegram messages’ content collection tools, across various features, is illustrated in
Table 5.
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Table 5 Comparison of reviewed Telegram collection tools

Tool Telethon TGcollector Telerecon Telegram
Desktop
Features
API Vv Vv Vv Vv
User Authentication v v v v
Required
Scraped - - - -
Messages
Limitation
Media Scrape (Video, v v v v
photos)
Cost Free Free Free Free
License MIT GPL-3.0 MIT GNU GPLv. 3
GUI
Languages -Python 97.5% -JavaScript 97.6% -Python (100%) | -C++97.1%
-CSS 0.8% -HTML 2.4% -Objective-
-HTML 0.8% C++ 1.0%
-JavaScript 0.7% -CMake 0.7%
-Batchfile 0.1% -Python 0.5%
-Makefile 0.1% -Dockerfile
0.2%
-Shell 0.2%
-Other 0.3%
Coding Average/advanced None Average None
Experience

4.3 Bias in Processing
Bias can be introduced at this stage through the selection of which data to include or

exclude, or the interpretation of data.

NLP tools can be used to automatically categorize the assembled data to recognize
pertinent information and pre-process data before the main processing phase. More
specifically, text classification/mining and sentiment analysis tools are proposed. Text
classification automatically categorizes text data into specific thematic classes, a
valuable task in identifying new, relevant information, sources (influential twitter
profiles or ascending twitter profiles), or tracking the activities of specific individuals
or groups, especially when the intelligence objective is related to counterterrorism or
counter- disinformation field. Text mining techniques, for instance keyword extraction
and named entity recognition can help recognize key concepts and entities that pertain

to a certain intelligence objective. It should be emphasized that findings from this task,

—
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should be forwarded back to the collection phase, to be further exploited by the

collectors (e.g., exploiting new sources, direct collect efforts to new trends etc.).

Natural Language Toolkit (NLTK) [63], Stanford CoreNLP [64] (supports at the
moment 8 languages: Arabic, Chinese, English, French, German, Hungarian, Italian,
and Spanish), TweetNLP [65] and GATE NLP [66] (General Architecture for Text
Engineering, supports 11 languages), are a few open-source NLP libraries that can also

be tested, for suitability in the processing phase.

Additionally, source/information evaluation, open-source frameworks, such as [34] are
proposed for this phase. This methodological step contributes to indirect bias mitigation
as mentioned in Section I1. In addition, all scenarios, even seemingly improbable ones,
are retained within the procedural loop, to be evaluated by the analysts in a subsequent
stage. This feature might prove to be exceptionally useful, particularly taking into
account that IC’s history is full of failures stemming from exclusion of “low probability
information/scenarios”, most tragic of which the 9/11 attacks [67].

4.4 Bias in Analysis

Bias can also be present in the analysis of data, mainly through the selection of which
analytical methods will be employed or the interpretation of results. Analysts may
subconsciously apply their personal assumptions or prejudices to the analysis, thus
favoring hypotheses that confirm their predeterminations. To mitigate bias in this phase
it is deemed necessary to select which analytic technique is to be implemented in order
to opt for the appropriate Al tool. Our research focuses on the ACH SAT, as it holds a
highly prominent position in the IC for its efficiency. ACH was developed for use at
the United States Central Intelligence Agency (CIA). By examining the eight distinct
steps of ACH as described in [23], the use of supervised ML is proposed for:

e Hypothesis generation: ML algorithms may be utilized to generate multiple,
heterogeneous hypotheses established upon available data and preceding
knowledge. These algorithms can be trained on historical information (e.g., rival
countries’ historical bilateral relations) to distinguish patterns and generate new
hypotheses accordingly.

e Hypothesis testing: Supervised ML algorithms may additionally be utilized to test

competing hypotheses against available evidence. ML algorithms may also be

5 AutAwuatikn AtatplBn NMMVIZ ueow Epeuvvacg «Eupun Suotnuata
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trained on historical information to identify which hypotheses are most consistent

with the available evidence and generate corresponding probability estimates.
Open-synthesis [68], is an open-source Python-based framework, which according to
its engineers is designed to support the ACH framework. The abovementioned
framework is proposed to be tested for supporting IC’s objectives in the analysis phase.
Another approach proposed is the use of algorithm adversarial training, for the
implementation of SATs that fall within the contrarian techniques or imaginative
thinking categories. Contrarian techniques involve challenging assumptions and
exploring differentiated interpretations, whereas in a similar manner adversarial
training may ensure ML models are not excessively dependent on a single, biased
perception. Adversarial training entails producing adversarial examples that are
designed to prompt the model to erroneous predictions - and using these examples to
train the model to be more effective. This may assist in identifying and rectifying biases
in the model.
In addition, adversarial training may be examined as a potential supportive tool for
imaginative thinking technique. By generating adversarial examples (alternative
scenarios), models can be trained to manage an array of hypothetical situations, and to

produce a more precise understanding of their potential outcomes.

4.5 Bias in Dissemination
Bias may appear in the dissemination of intelligence products, such as through the

selection of which information to emphasize or the wording of the report. This can
affect how decision-makers perceive intelligence and how they act on it. In addition,
organizational bias among various sub-groups of the intelligence service (e.g.,
collectors vs analysts, planners vs analysts etc.) or IC members (law enforcement,
military intelligence, civilian intelligence etc.) can influence the decision to whom the
intelligence products will be disseminated. Support in this phase may be offered by Al-
powered tools that can be used to automatically disseminate intelligence reports to
relevant stakeholders, such as government agencies, military organizations, and law
enforcement agencies. Natural language generation (NLG) tools can be used to generate
reports, summaries, and warnings, especially when they pertain to topics of repetitive
nature (e.g., Daily Situation Report on a given geographical area, with standard

recipients), to keep stakeholders informed about forthcoming threats and trends in a
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Figure 4 The Al-augmented bias mitigation framework of Cycle

timely manner. To this end, the use and customization of open-source NLG tools like
[69], is proposed.

Across all phases, but especially in the Planning & Direction and the Dissemination, it
is crucial to maintain an established fair ontology. As stated above, this will be the
standardized vocabulary used in all information circulating within the agency, and
among collaborating agencies (Intelligence Services of a nation or national Intelligence
Services of an Alliance’s members), to avoid misinterpretation, information
overlapping and time consumption. As emphasized in [70] though, it is of the outmost
criticality to engineer a fair ontology, since human or data bias may be encoded in
engineered ontologies. Consequently, an unfair ontology may perpetuate bias in IA,

instead of mitigating it, thus creating a paradox.

As a conclusive remark it should be stated that, among all phases of the Cycle,
continuous evaluation and feedback has to be performed and monitored, while at the
same time the highest possible degree of human-machine collaboration is to be pursued.

The abstract architectural design of the proposed framework is presented in Figure 4.

5 Experimentation and Results

5.1 Twitter-based Experiments
In our initial experimentation with relevant technology applied in another domain, we

have acquired results from capturing the polarization of X (Twitter) users on

contemporary social issues related to illegal immigration at EU borders (push back of

=
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illegal immigrants by authorities) and sexual offence victims (several cases which were
publicized).

Towards this aim, two popular hashtags were studied, #metoo and #pushback, which
concerned public opinion to a great extent and often extensively covered by the media.
The #metoo refers to the phenomenon of harassment, rape and abuse of women both in
the work environment and in their social life. The #pushback refers to pushing back
immigrants and refugees without examining their individual situation. Through social
media, users articulated their thoughts and opinions on these issues, either negatively,
neutrally or positively.

For the needs of the research, posts in Greek and English were collected from X
(Twitter) covering the three-year period from 2020 to 2022. Additionally, tweets were
selected, that either their creator has stated Greece as their country of residence, or the
tweets were published from Greece. In order to be able to mine data produced over
such a protracted period of time, open-source scraping tools were selected that make
use of Twitter's advanced search endpoint. Usage of aforementioned tools was
necessary, since Twitter’s API limitations do not allow data set mining with the specific
temporal filters. Specifically, Twint [51] and Snscrape [56] were tested, with the latter
being preferred due to more consistent and trustworthy results. Before analyzing the
sentiment of the posts, word clouds were created that reveal the topics of the discussion.
It became evident very early that in the case of the #metoo hashtag the tweets were
focused on the Greek society current affairs, with two dominating well-known cases,
as well as numerous complaints from the field of artists. Users expressed support for
the complainants calling for strict punishment of the alleged perpetrators. On the other
hand, however, there were users who disagreed with the public humiliation of the
accused, before final justice verdicts on the accusations, while emphasizing the absence
of the #metoo movement in cases of rape where the perpetrators were immigrants,
members of minorities (e.g., Roma) or leaning to a specific political ideology.
Similarly, the hashtag #pushback brought together posts of support for people trying to
enter Greece illegally, highlighting the need for solidarity and support. Cases of
shipwrecks were vividly presented and criticisms of countries that follow the practice
of push-backs were published. The opposite pole raised issues of social and national
security, characterized the role of NGOs as suspicious and accused those involved of

having created a "factory" for personal financial profit, in cooperation with Turkish
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traffickers. Then an attempt was made to apply sentiment analysis as originally
designed with the Textblob® tool and alternatively with spaCyTextblob* which were
unsuccessful with regard to the Greek data set. For this reason, the open-source software
Orange3®, was used. The pre-processing of the data was followed by the sentiment
analysis, which for the Greek data set was done with the NLTK corpus and for the
English with VADER®. Additionally, likes and reposts of the posts were measured as
an indication of polarization, since in this case the users show that they agree with the
content. Polarization on both hashtags was relatively balanced with negative tweets
being on par with positive ones. If neutrals were to be added to the latter, creating the
non-negative group, then the polarization would acquire a clearly more positive
connotation. The number of likes and retweets per sentiment varied, depending on the
case.

Early experimentation and preliminary results obtained (presented in a master thesis of
our group, in detail [71]), are assessed as important and still relevant, despite X
(Twitter)’s policy changes which rendered some of the tools ([51] ,[56]) inapplicable.
The main concept of utilizing Al-tools can be examined for applicability in certain
phases of the proposed framework (regardless of the domain of application or the social
media platform). Specifically, scraping tools with similar functions like the tested ones,
are assessed as suitable for the collection phase, as they will offer the IC community
the advantages analyzed in paragraph B of section IV, thus assist to overcome
availability bias. Consequently, sentiment analysis may be performed in the processing
phase of the framework by using the respective tools used in the experiments, in order
to determine polarity of the collected messages, towards identifying potential biases.
Determining X (Twitter) messages’ polarity through sentiment analysis, can provide
useful indicative leads into potential bias: by identifying extreme views on certain
topics, thus setting the spectrum within which opinions will fluctuate; identifying echo
chambers, where similar-minded, biased opinions are fortified and opposing opinions
are censored; and finally revealing specific lingual choices and rhetoric, linked to

polarized opinions.

8 https://textblob.readthedocs.io/en/dev/

4 https://spacy.io/universe/project/spacy-textblob
5 https://orangedatamining.com/

6 https://github.com/cjhutto/vaderSentiment
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Despite offering strong indications of prejudiced opinions, it is important to point that
polarity determination does not constitute undoubtful evidence of bias, and thus might
not suffice to entirely identify bias in a comprehensive manner, due to a number of
limitations: insufficient contextual comprehension, as analyzing polarization requires
understanding the broader context of the social issue, the history, and the motivations
of the users involved; algorithmic biases, since, as above stated, algorithms can have
their own biases, influencing the accuracy of the analysis; dissimilar interpretations, as
polarization doesn't automatically equate to bias. Users might express strong opinions,
as a result of sincere disagreements or genuine concerns.

5.2 Telegram-based Experiments

As stated in the Introduction, in this extended paper we opted for utilizing Telegram as
a collection platform, in order to fulfill the intelligence requirements of our use case;
i.e. information on the main events leading to the Russo-Ukrainian conflict, as well as
current developments of the conflict, which will assist analysts employ SATSs in the
respective phase of the Cycle.

The primary stimulus for exploring social media platforms other than X (Twitter),
which was utilized as a reference platform for our initial work, was the limitations the
latter imposed on researchers since April 2023. Additional stimulus was the bans Russia
imposed on X (Twitter) and Facebook, consecutively in March 2022 and February
2022, under a bill "against fake news spreading”. Factoring in these conditions, we
implemented the collection phase of our framework by proceeding in the following

steps.

5.2.1 Collection Platform Identification

In order to identify the most efficient social media platform for our use case, our main
criterion was the popularity/penetration in the respective audiences, which indicates a
degree of trustworthiness. Towards this direction, we reviewed pertinent statistical
surveys.

Telegram’s popularity was ranking high in Russia even before the conflict, given that
the platform was developed by Russians and initially launched in the country. Its
popularity increased significantly after the bans to X (Twitter) and Facebook, that
elevated it to the second position behind VKontakte (a Russian developed version of
Facebook) and followed by Instagram, TikTok, Odnoklassniki (also a Russian

developed version of Facebook), Facebook, X (Twitter) and Snapchat. [72].
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A similar survey conducted in November 2023 in Ukraine indicated that 63% of
domestic audience preferred social media platforms for news consumption, out of
which an impressive 72% is using Telegram. | this survey, Telegram is followed by
Facebook, YouTube, Viber, Instagram, TikTok X (Twitter) with 2% and WhatsApp
[73]. Except Telegram’s high popularity in Ukraine, an equally interesting finding in
this survey, is the low ranking of X (Twitter), despite its free broadcasting in the

country.

5.2.1 Sources (Channels) Selection

In order to promote fair representation of the main opposing narratives, we opted into
categorizing the selected channels in pro-Russian in Russian language (Dataset 1), pro-
Russian in English language (Dataset 2), pro-Ukrainian in Ukrainian language (Dataset
3) and pro-Ukrainian in English language channels (Dataset 4). Then we employed in

parallel three different approaches to populating each dataset.
Approach A

This approach follows the LLM-enhanced experimentation aiming in prompt
engineering with one of the most widely used LLMs to generate information about
Telegram channels suitable to each of the subset’ criteria (narrative support, language
of broadcasting, impact in the respective audience). On an initially experimental base,
we prompted Microsoft Copilot (GPT-4 powered) and Google’s Bard, to provide us a
list with the top, most influential, pro-Russian Telegram channels, covering the war in
Ukraine, exclusively in English language. Copilot provided three channels, further
clarifying that it does not have direct access to Telegram posts’ content, instead it is
drawing its data from online articles citing specific Telegram channels. Additionally,
Copilot suggested seeking relevant Telegram channels through the platforms built-in
search function [74]. Finally, Copilot invoked ethical limitations, as another reason for
not providing Telegram channels which are supporting either of the conflicting sides in
a biased manner. Responding to the same prompt, Bard provided ten pro-Russian
Telegram channels, broadcasting in English language, claiming that they’re also the
most influential in their kind [75], leading us to select it for the continuation of our
experiments. Thus, we prompted Bard to provide respectively the top Telegram

channels for each of the datasets. Noticing that Bard, after the first ten channels for each
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dataset, started providing duplicate values, we have set ten as the threshold for each of

the applied approaches per dataset.
Approach B

In this approach we employed an entirely manual method, where human agent conducts
empirical search in a variation of the snowballing techniques that were described in the
related work section. Initially, relevant key-terms were inserted in Telegram’s built-in
function. In our use case, the following terms were used to conform with the main
opposing narratives of the confronting sides and the particularities of each dataset: for
dataset 1, “Crennanbnas Bo¢HHas onepanus’ (Special military operation” in Russian),
crierorieparus (“special operation” in Russian), CBO (abbreviation in Russian of
“Special Military Operation”), and ‘“Poccuiicko-ykpanHckas BoiHa” (“Russian-
Ukrainian war” in Russian, a more neutral-oriented term); for dataset 2, “pociiicbke
BroprHeHHs” (“Russian invasion” in Ukrainian), “pociiiceka arpecis” (“Russian
aggression” in Ukrainian) and “pociiicbko-ykpainceka BiitHa” (“Russian-UKrainian
war” in Ukrainian, a more neutral-oriented term); for dataset 3, “Special military
operation” and “de-nazification” or “denazification”, (the typical terms used by Russian
political leadership to describe the conflict); and for dataset 4, the terms “Russian
invasion” and “Russian aggression ”(the main terms used by the Ukrainian side to
characterize the conflict). As a next step, Channels returned by the key-term search and
especially the ones followed by the most subscribers, were viewed by human agents
who detected new channels related to the originals, through a forwarding relationship.
Newly discovered channels are also added to the list. The process was repeated until,

for each of the datasets, ten seed channels were retrieved.
Approach C

In this approach, a human agent leveraged the services of TGstat.ru Telegram analytics
website in order to perform a filter-based keyword search. Specifically, the same
combination of keywords per dataset, as in Approach B, were consecutively inserted in
TGstat’s search function, while the following filters were applied in every iteration:
“By keyword” filter (“search also in description” tick box selected); “Channel topic”
filter (“News and Media” AND “Politics” AND “Other” AND “Telegram” AND
“Blog” AND “Other” AND “Telegram” AND “Blog” were selected, in order to include

channels that are self-categorized in less relevant categories). Other relevant channel
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topics like “geo-politics”, “defenc(se)e”, “military”, or analogous, were not available;
“Channel country” filter (“Russia” OR “Ukraine”); “Channel language” filter
(“Russian” OR “Ukrainian” OR “English”). Options in filters “Channel country” and
“Channel language” were alternatively combined, to produce in every iteration suitable
result for each of the four datasets. The process was repeated until, for each of the

datasets, ten seed channels were retrieved.

5.2.3 Channels Validation-Merging

After populating each dataset with 30 channels in total (10 retrieved per approach), we
proceeded to the validation of the channels. The process involved: removing duplicate
channels, in case they were already retrieved with one of the approaches; removing
channels with less than 1.000 subscribers, an indicator of low impact in the respective
audiences, considering the demographic size of both countries and the overall
penetration of Telegram in them; correcting misspelled channels’ names (mainly in
Approach A), after verifying with TGstat and Telegram search; removing non-existent
channels after verifying with TGstat and Telegram; removing private (not publicly
available) channels, as access to them is granted exclusively through an invitation link
provided by channel’s creator. Upon completion of the validation process, channels
were merged in order to have a comprehensive overview and facilitate collection and

archiving.

5.2.4 Data Collection (Scraping) and Archiving

After a comparative review of the scraping tools, we selected TGcollector for the
collection, as we identified the following advantages: a) Higher number of collected
attributes to be exploited and analyzed in later stages of the Cycle b) No coding
experience required, therefore instantaneously utilizable, an attribute highly pursued in
real-world situations by large organizations, c) to the best of our knowledge, its
capabilities have not been yet surveyed in an academic work. Messages for all datasets
were successfully collected in 11 Jan 24 and the main disadvantage identified during
the experimental collection with TGcollector was the absence of a date range selection,
which led to the initial collection of content which partially referred to chronical periods
of low relevance to our use case. To overcome this obstacle, we prompt-engineered
Copilot, to generate a python script that would exclude all dataset entries, which were

out of a user-requested date range. For our use case we, have set a date range between
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02 Feb 21 (one year before the invasion, when Russia’s military buildup in the borders
with Ukraine started) and 11 Jan 24 (date of collection). The Python script executed
successfully without errors and with a zero-exit status, producing the desired output in

the expected format.

Table 6. Channels per selection approach and after validation ’. Strikethrough fonts indicate rejected channels
after validation. The reason for rejection is also provided as footnote (a, b, c, d, and e).

PR/RL PU/UL PR/EL PU/EL
LLM 10 PUUL_Channel_1 PR/EL_Channel_1 PUEL Channel-1°¢
(BARD) PRRL_Channel_1
PRRL_Channel_2 PUUL Channels—2°¢ | PR/EL_Channel 2 PUEL_Channel 2
PRRL_Channel 32 PUUL Channels—3-% | PR/EL_Channel 3 PUEL Channel-3°¢
PRRL Channel4" PUUL_Channel 4 PR/EL_Channel 4 PUEL_Channel 4
PRRL_Channel 5 PUUL Channel-5°¢ PR/EL_Channel 5 PUEL_Channel 5
PRRL Channel-6" PUUL_Channel_6 PR/ELChannel-6° PUEL_Channel_6
PRRL Channel-7°¢ PUUL_Channel 7 PR/EL_Channel 7 PUEL Channel-7°¢
PRRL-Channel-8°¢ PUUL_Channel_8 PR/EL_Channel 8 PUEL_Channel 8
PRRL_Channel 9 PUUL_Channel 9 PR/EL_Channel 9 PUEL Channel-9°¢
PRRL_Channel 10 PUUL_Channel 10 PR/EL_Channel 10 PUEL_Channel 10
HUMAN PRRL_Channel_11 PUUL_Channel_11 | PR/EL_Channel_11 | PUEL_Channel_11
AGENT
PRRL_Channel_12 PUUL_Channel_12 | PR/EL_Channel_12 | PUEL_Channel_12
PRRL_Channel 13 PUUL Channel 13 | PR/EL Channel 13 | PUEL_Channel 13
PRRL_Channel 14 PUUL Channel 14 | PR/EL Channel 14 | PUEL_Channel 14
PRRL_Channel-5¢ PUUL Channel 15 | PR/EL Channel 15 | PUEL_Channel 15
PRRL_Channel 15 PUUL_Channel 16 PR/EL Chanpel 19 | PUEL_Channel 16
PRRL_Channel 16 PUUL_Channel 17 PR/EL Channel-8¢ | PUEL_Channel 17
PRRL_Channel 17 PUUL_Channel 18 PR/EL_Channel 16 PUEL_Channel 18
PRRL Channel 18 PUUL _Channel 19 PR/EL_Channel 17 PUEL_Channel 19
PRRL_Channel 19 PUUL_Channel 20 PR/EL_Channel 18 | PUEL_Channel 20
HUMAN PRRL _Channel 20 PUUL_ Channel 21 PR/EL_Channel 19 PUEL_Channel 21
AGENT & PRRL Channel 21 PUUL Channel-22°¢ | PR/EL_Channel 20 PUEL_Channel 22
THIRD- PRRL_Channel_22 PUUL_Channel_23 | PR/EL—Channel42 | PUEL_Channel_23
PARTY e
TELEGRAM | PRRL_Channel_23 PUUL_Channel_24 | PR/ELChannel13 | PUEL_Channel_24
ANALYTICS ¢
PRRL Channel 24 PUUL_Channel 25 PR/EL_Channel 21 PUEL_Channel 25
PRRL_Channel 25 PUUL Channel 26 | PR/EL Channel 22 | PUEL_Channel 26
PRRL_Channel_26 PUUL_Channel_27 | PR/EL_Channel_23 | PUEL_Channel_27
C
PRRL_Channel 27 PUUL_Channel 28 PR/EL_Channel 24 PUEL_Channel 28
PRRL Channel 28 PUUL_Channel 29 PR/EL_Channel 25 PUEL_Channel 29
PRRL Channel 29 PUUL Channel 30 PR/EL Channel 26 PUEL Channel 30
TOTAL 25 Channels 26 Channels 25 Channels 26 Channels
Collected 615187 763095 286507 455162
messages
Filtered by 400279 655585 232377 443706
Date

2 Channel non-existent

® Private channel-channel, not publicly available

¢ Channel subscribers < 1.000
4 Priorly retrieved by BARD
¢ Priorly retrieved by human agent

7 All channels included in the list are publicly available and anonymized for privacy purposes

=
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The overview of the selected channels after validation and merging, the numerical data
of the datasets that were compiled after the selection, as well as after execution of the
date-range filtering python script, are presented in Table 6. A sample datapoint of the
compiled datasets is represented in Figure 5.

Furthermore, an exploratory experiment was to ascertain Telerecon’s functionality and
reliability. To achieve this, we sample-scraped the messages of a single public channel
that was included in the validated list and it was top ranking in its category, in terms of
subscribers and posted messages. This approach allowed for a focused and manageable
verification of Telerecon’s basic collecting function, while also ensuring that the scope

of the experiment remained within manageable parameters. Telerecon executed

1 {
2 "id™: "Unique message 1D",
3 ""date'": "Date message was posted - format: YYYY-MM-DD T

HH:MM:SS.000Z",

4 "message’’: "Message content",

5 "editDate": "Last date message was edited - format: YYYY-MM-DD T
HH:MM:SS.000Z after",

6 "views": "Number of subscribers who viewed the message”,

7 "forwards": "Number of subscribers who further forwarded the message",

8 ""messageLink®: "Link to the message in the form: t.me/channel
name/message number”,

9 "pinned": "If the message is pinned in the channel’s main page or not",

10 "fwdFrom™: {

11 "fwd_channel™: "Name of channel which forwarded the message, if it
was forwarded",

12 "fwd_message'": "Forwarded message’s link"

13 }

14 "viaBotID™: "ID of the inline bot - if message generated by bot",
15 "postAuthor': "Name of the author of the post - if public”,

16 "replies™: "Info about post comments or replies”,

17 ""groupedID™: {

18 "value™: ™

19 1

20 ""reactions': "Reactions to the message, through emojis expressing various
feelings",

21 "post™*: "Whether this is a channel post or multimedia content”,

22 "entities™: ["URLSs inside the message text"],

23 "restrictionReason': "Reason of the message restriction — if restricted",

24 ""channelName"': "Channel’s display name, also referred to as handle",

25 ""className'": "Message"”,

26 "action': "

27 }

Figure 5 Sample datapoint of compiled datasets
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successfully, producing the expected output accurately i.e. a dataset of 110201
messages in total, in .csv format. Dataset’s datapoints included “Text”, “Username”,
“First Name” (if provided by user, negative for the tested channels), Last Name (if
provided by user, negative for the tested channels),” User ID”,” Views, Message” and
“URL”. It is important to note that the full capabilities of the software were not
exhaustively tested in this experiment, as the primary aim was to confirm its basic
functionality. Nevertheless, during the testing process, it was identified that there is a
possibility for enhancement. Specifically, with a modification of its source code (MIT
licensed), it could theoretically collect consecutively from multiple channels. For this
task, after identifying the relevant module, we prompt-engineered Copilot, to provide a
modified version of the module’s source code, as presented in detail in Appendix C.
Four channels were inserted in the modified module, which ran efficiently and output
the requested data successfully. This new feature was incorporated seamlessly in
software’s functionalities and was included in the enumerated options list, as illustrated

in Figure 6.

Figure 6 Telerecon Main Menu after Code Modification 8

8 Channel’s name pixelated for privacy purposes
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6 Critical Discussion and Conclusion

In the current study we extended our previous work by implementing the Collection
phase of the proposed (updated) framework, to examine potential functionalities of
LLMs in the process. We proposed the standardization of the Collection phase by
following a four-step methodology. The initial step was the selection of the most
effective collection platform for evaluation use case. After selecting Telegram, we
proceeded to the source selection process, as it is critical to identify sources resonating
all the narratives in a use case, thus averting the insertion of imbalanced datasets in the
later phases of the Cycle. In the next step, we selected four sub-categories of sources
by employing three different approaches: one based in LLMs (Google’s Bard), a second
performed by human agents, and a third performed by human agents & third-party
Telegram analytics. In this phase LLMs achieved a 0.7 precision rate, as it suggested
40 seed channels (10 per dataset), whereas after validation, 28 channels conformed with
our defined criteria. Following validation and merging, a finalized list of channels was
produced, which in turn were scraped by TGcollector open-source tool. As a result,
2119951 messages were collected, distributed in four datasets, representing the two
opposing narratives of our use case, in domestic audiences’ languages (Russian,
Ukrainian), as well as in English. We customized the initial output datasets, based on
the requirements of our use case, by excluding entries out of a given date range. Dataset
customization was achieved by executing a python script generated by Microsoft’s
Copilot. This script produced four new datasets of 1731947 messages in total. In
addition to our main collection tool, we sample tested a second one (Telerecon), to
evaluate it and offer an alternative, which in real world situations improves the
versatility of an intelligence organization. Telerecon performed satisfactorily,
nonetheless we proposed the expansion of its functionality, by adding the multi-channel
simultaneous scrape function, which was not offered in its original version. This task
was successfully performed by Microsoft-Copilot, that provided a modified version of
its source code, able to execute a simultaneous multi-channel scrape. All datasets
compiled with both tools and customized with the python scripts, as well as the scripts

themselves, are available upon request.

LLM’s (Google Bard) precision rate of 0.7 in source selection was lower than the one
of the human agent’s approaches (0.925) and human agent & third-party Telegram
Analytics approach (0.925). Nonetheless, it is important to note that LLM’s rate was
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accomplished without direct access to actual Telegram’s content but rather, by
evaluation of online articles which were citing Telegram channels as sources. The
contribution of LLMs (Microsoft Copilot) in tools’ optimization and functional
supplementations was time efficient and highly accurate, ensuring increased

productivity and dataset customizability.

The main limitation of our current study is that is not proposing a computational method
of directly identifying and/or measuring bias in the collected datasets. Nonetheless, by
design of the Cycle and our proposed framework, this is not the aim of the Collection
phase. On the contrary, the main goal at this phase is to collect information related to
our use-case, representing both opposing narratives in a balanced manner.
Consequently, in the succeeding phases of Processing & Exploitation and Analysis,
human agents and algorithms will not be over-exposed to only one perspective and will
have the possibility to cross-examine conflicting information often referring to the same

events.

Our future plans include the potential implementation of the remaining phases of the
Cycle and our proposed framework, towards executing a full iteration and holistically
evaluating its effectiveness in producing impartial assessments. In addition,
engagement of LLMSs across the whole lifecycle of our framework will be examined,
given the support they offered in the current experiments and the immense scope of
functionalities they are able to perform.
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Appendices

Appendix A. Prompt engineering Bard for most influential Telegram
channels in the PR/EL category®

Prompt: Which are the most influential Telegram channels, covering the war in Ukraine

from a pro-Russia perspective, in English language?

Bard response: Here are some of the most influential pro-Russian English-language

Telegram channels covering the war in Ukraine:

"PR/EL Channel 1" (@PR/EL_Channel_1) is the official Telegram channel of the
Russian state-owned international news network RT. It has over 1.7 million subscribers

and publishes news, analysis, and commentary from a pro-Russian perspective.

"PR/EL Channel 2" (@PR/EL_Channel_2) is the official Telegram channel of the
Russian state-owned international news agency Sputnik. It has over 1.2 million
subscribers and publishes news, analysis, and commentary from a pro-Russian

perspective.

"PR/EL Channel 3" (@PR/EL_Channel_3) is a pro-Russian news website and
Telegram channel with over 130,000 subscribers. It publishes articles and commentary

that are often critical of the United States and its allies.

"PR/EL Channel 4" (@PR/EL_Channel 4) is a pro-Russian news website and
Telegram channel with over 110,000 subscribers. It publishes articles and commentary

from a realist perspective.

"PR/EL Channel 5" (@PR/EL_Channel_5) is a pro-Russian Telegram channel with
over 70,000 subscribers. It publishes articles and commentary from a nationalist

perspective.

"PR/EL Channel 6" (@PR/EL_Channel _6) is a pro-Russian news website and
Telegram channel with over 50,000 subscribers. It publishes articles and commentary

from a Eurasianist perspective.

9 ldentical phrasing was utilized for all categories (PR/EL, PR/RL, PU/EL, PU/UL).
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"PR/EL Channel 7" (@PR/EL_Channel_7) is a pro-Russian blog and Telegram channel
with over 40,000 subscribers. It publishes articles and commentary that are often critical
of the United States and its allies.

"PR/EL Channel 8" (@PR/EL_Channel _8) is a pro-Russian news website and
Telegram channel with over 30,000 subscribers. It publishes articles and commentary

from a multipolarist perspective.

"PR/EL Channel 9" (@PR/EL_Channel 9) is a pro-Russian news website and
Telegram channel with over 20,000 subscribers. It publishes articles and commentary

from a Eurasianist perspective.

"PR/EL Channel 10" (@PR/EL_Channel_10) is a pro-Russian news website and
Telegram channel with over 10,000 subscribers. It publishes articles and commentary

from a multipolarist perspective.

It is important to note that these are just some of the most influential pro-Russian
English-language Telegram channels covering the war in Ukraine. There are many
other channels with smaller followings that also publish pro-Russian content. It is also
important to be aware of the biases of the sources you consume, and to seek out

information from a variety of perspectives.
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Appendix B. Date-range filtering Python script (Microsoft Copilot
generated)
Prompt (conversation style set to “precise”): | have a series of datasets in JSON format

and including text that may be Russian, Ukrainian or English language. Each datapoint
of every dataset, has a field named “date”. I want a Python script that will process them
in the following way: a) prompt user to enter the name of the dataset to be processed,
assuming that the dataset is stored in the same directory with the python script b) prompt
user to define a requested date-range, by entering a “start date” and an “end” date in a
“YYYY/MM/DD” format c) filter datapoints by rejecting the ones whose “date” field
is not within the user requested date range and keeping the ones whose “date” field is
within the user requested date range d) output the filtered dataset in a new JSON file,
in the same directory with the script and the original JSON file. Output file should be
named “filtered ” followed by the original file’s name. Take into account that, as
mentioned, the input JSON file may contain text either in Russian, Ukrainian or English
language, so include a relevant command to enable the script process datasets
efficiently, without facing incorrect encoding problems.

Copilot response (generated Python Script):
import json

# Prompt the user to enter the name of the dataset
filename = input("Enter the name of the dataset: ")

# Prompt the user to enter the start and end dates of the date range
start_date = input("Enter the start date (YYYY/MM/DD): ")
end_date = input("Enter the end date (YYYY/MM/DD): ")

# Load the dataset from the file
with open(filename, 'r', encoding="utf-8") as f:
dataset = json.load(f)

# Filter the dataset based on the date range

filtered_dataset = [entry for entry in dataset if 'date’ in entry and start_date <=
entry['date][:10] <= end_date]

16

17 # Output the filtered dataset to a JSON file

18 output_filename = "filtered " + filename

19 with open(output_filename, "w", encoding='"utf-8') as f:

20 for entry in filtered_dataset:

el e
SRrEESREBowovouorwNnr

21 json.dump(entry, f, ensure_ascii=False)
22 f.write("\n")
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Appendix C. Modification of Telerecon’s source Python code (Microsoft
Copilot generated)
Prompt (set to “precise”, utilized characters < 4000 maximum allowed from Copilot

when running on Microsoft Edge): | will provide a Python script. Its main functionality

involves prompting user to enter the name of a required Telegram channel want a
modified version that will: 1) prompt user to insert multiple Telegram channel name's,
comma- separated (instead of one that the original version prompts for) 2) start scraping
messages’ content of the given channels consecutively 3) maintain intact the rest of the

functionalities of the original script. Original script follows:

import os

import asyncio

import details as ds

from telethon.sync import TelegramClient, types
import pandas as pd

from colorama import Fore, Style

api_id = ds.apilD
api_hash = ds.apiHash
10 phone = ds.number

©Co~wNo oA~ wN P

13 async def scrape_channel_content(channel_name):
14 async with TelegramClient(phone, api_id, api_hash) as client:

15 try:
16 entity = await client.get_entity(channel_name)
17 content =[]
18 post_count =0
19
20 async for post in client.iter_messages(entity):
21 post_count += 1
22
23 text = post.text or ""
24 if sender := post.sender:
25 if isinstance(sender, types.User):
26 username = sender.username or "N/A"
27 first_name = sender.first_name or "N/A"
28 last_name = sender.last_name if sender.last_name else "N/A"
29 user_id = sender.id
30 else:
31 username = "N/A"
32 first_name = "N/A"
33 last_name = "N/A"
34 user_id = "N/A"
35 else:
36 username = "N/A"
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37 first_name = "N/A"

38 last_name = "N/A"

39 user_id = "N/A"

40

41 views = post.views or "N/A"

42 message_url = f"https://t. me/{channel_name}/{post.id}"

43

44 content.append((text, username, first_name, last_name, user_id, views,
message_url))

45

46 if post_count % 10 ==

47 print(

48 f*{Fore. WHITE}{post_count} Posts scraped in
{Fore.LIGHTYELLOW_EX}{channel_name}{Style. RESET_ALL}")

49

50 return content

51

52 except Exception as e:

53 print(f*An error occurred: {Fore. RED}{e}{Style. RESET_ALL}")

54 return []

55

56

57 async def main():

58 try:

59 channel_name = input(

60 f"{Fore.CY AN}Please enter a target Telegram channel (e.g.,
https://t.me/{Fore.LIGHTYELLOW_EX}your_channel{Style. RESET_ALL}):\n")

61 print(f"You entered
"{Fore.LIGHTYELLOW_EX}{channel _name}{Style. RESET_ALL}")

62 answer = input('ls this correct? (y/n)")

63 if answer 1="y":

64 return

65

66 output_directory = f"Collection/{channel_name}"

67 if not os.path.exists(output_directory):

68 0s.makedirs(output_directory)

69

70 csv_filename = f'{output_directory}/{channel_name} messages.csv'

71 print(f'Scraping content from
{Fore.LIGHTYELLOW_EX}{channel_name}{Style. RESET_ALL}...")

72

73 content = await scrape_channel_content(channel_name)

74

75 if content:

76 df = pd.DataFrame(content, columns=["Text', 'Username’, 'First Name',
‘Last Name', 'User ID', 'Views',

77 '‘Message URL'])

78 try:

79 df.to_csv(csv_filename, index=False)
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80 print(

81 f'Successfully scraped and saved content to
{Fore.LIGHTYELLOW_EX}{csv_filename}{Style. RESET_ALL}.)

82 except Exception as e:

83 print(f*An error occurred while saving to CSV:
{Fore.RED}{e}{Style. RESET_ALL}")

84 else:

85 print(f'{Fore.RED}No content scraped.{Style. RESET_ALL}")

86

87 except Exception as e:

88 print(f*An error occurred: {Fore. RED}{e}{Style. RESET_ALL}")

89

90

91 if _name__ =='_ main__"

92 asyncio.run(main())

Copilot generated Python script:

import os

import asyncio

import details as ds

from telethon.sync import TelegramClient, types
import pandas as pd

from colorama import Fore, Style

api_id = ds.apilD
api_hash = ds.apiHash
10  phone = ds.number

O©CoOoO~NOoO U~ WN P

12 async def scrape_channel_content(channel _name):
13 async with TelegramClient(phone, api_id, api_hash) as client:

14 try:
15 entity = await client.get_entity(channel_name)
16 content =[]
17 post_count = 0
18
19 async for post in client.iter_messages(entity):
20 post_count += 1
21
22 text = post.text or ""
23 if sender := post.sender:
24 if isinstance(sender, types.User):
25 username = sender.username or "N/A"
26 first_name = sender.first_name or "N/A"
27 last_name = sender.last_name if sender.last_name else "N/A"
28 user_id = sender.id
29 else:
30 username = "N/A"
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31
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33
34
35
36
37
38
39
40
41
42

43

44
45
46

47

48
49
50
51
52
53
54
55
56
57

58
59

60

61

62
63
64
65
66
67

68

69
70
71
72
73
74

first_name = "N/A"
last_name = "N/A"
user_id = "N/A"
else:
username = "N/A"
first_name = "N/A"
last_name = "N/A"
user_id = "N/A"

views = post.views or "N/A"
message_url = f*https://t.me/{channel_name}/{post.id}"

content.append((text, username, first_name, last_name, user_id,
views, message_url))

if post_count % 10 == 0:
print(
f'{Fore. WHITE}{post_count} Posts scraped in
{Fore.LIGHTYELLOW_EX}{channel_name}{Style. RESET_ALL}")

return content

except Exception as e:
print(f"An error occurred: {Fore.RED}{e}{Style. RESET_ALL}")
return []

# Main function

async def main():

try:
# Modification: Allow for multiple channel names to be
entered, separated by commas

channel_names = input(
f"{Fore.CY AN}Please enter target Telegram channels (e.g.,
channel_namel, channel_name2):\n")
print(f'You entered
"{Fore.LIGHTYELLOW_EX}{channel_names}{Style.RESET_ALL}")
answer = input('ls this correct? (y/n)")
if answer I="y"
return

output_file = input(
f"{Fore.CYAN}Please enter the name of the output file:\n")
print(f'You entered
"{Fore.LIGHTYELLOW_EX}{output_file}{Style. RESET_ALL}")
answer = input('ls this correct? (y/n)")
if answer I="y"
return

output_directory = "Collection™
if not os.path.exists(output_directory):

=i
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75 os.makedirs(output_directory)

76

77 csv_filename = f'{output_directory}/{output_file}.csv'
78

# Modification: Loop over each entered channel name and

9 perform the scraping operation

80 all_content =[]

81 for channel_name in channel_names.split(',):

82 channel_name = channel_name.strip()

83 print(f'Scraping content from
{Fore.LIGHTYELLOW_EX}{channel_name}{Style. RESET_ALL}..."

84 content = await scrape_channel_content(channel_name)

85 all_content.extend(content)

86

87 if all_content:

df = pd.DataFrame(all_content, columns=['Text', '‘Username’, 'First

88 Name', 'Last Name', 'User ID', 'Views',

89 '‘Message URL'])
90 try:

91 df.to_csv(csv_filename, index=False)
92 print(

93 f'Successfully scraped and saved content to
{Fore.LIGHTYELLOW_EX}{csv_filename}{Style. RESET_ALL}.")

94 except Exception as e:

print(f"An error occurred while saving to CSV:

% {Fore.RED}{e}{Style.RESET_ALL}")

96 else:

97 print(f'{Fore.RED}No content scraped.{Style. RESET_ALL}")
98

99 except Exception as e:

100 print(f"An error occurred: {Fore.RED}{e}{Style. RESET_ALL}")
101

102

103 if _name__ ==' main_ "

104 asyncio.run(main())
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